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ABSTRACT : Attificial Intelligence (Al) is rapidly transforming criminology and forensic science by enabling
predictive analytics, automated evidence analysis, and intelligent decision support systems. This review paper examines
the integration of Al technologies such as machine learning, deep learning, computer vision, and natural language
processing into criminal justice workflows. Key applications include predictive policing, facial recognition, DNA
mixture deconvolution, crime scene reconstruction, and digital forensics. While Al offers significant opportunities for
increased accuracy, efficiency, and proactive crime prevention, it also presents substantial challenges related to bias,
transparency, ethical concerns, data privacy, and legal admissibility. Through a systematic literature review, this paper
synthesizes current applications, identifies emerging trends, and discusses implications for policy and practice. The
findings underscore the need for human-Al collaboration, robust validation frameworks, and ethical guidelines to
maximize benefits while mitigating risks.
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L. INTRODUCTION

Background:

The fields of criminology and forensic science have traditionally relied on human expertise, manual processes, and
limited data analysis. With the exponential growth of digital data from surveillance, social media, sensors, and criminal
databases, these disciplines face overwhelming volumes of information that exceed human processing capacity. Al
technologies, including supervised and unsupervised machine learning, convolutional neural networks (CNNs), and
large language models, provide powerful tools to extract patterns, predict behaviors, and analyze complex evidence. [1]

Al applications in law enforcement date back to early expert systems, but recent advances in computational power and
big data have accelerated adoption. Predictive policing platforms analyze historical crime data, weather, events, and
socioeconomic factors to forecast hotspots. In forensics, Al enhances biometric identification, image enhancement, and
ballistic analysis. [2]

Statement of the Problem:

Despite promising results, the integration of Al raises critical issues. Algorithms trained on biased historical data can
perpetuate racial or socioeconomic disparities in policing. Many AI models function as “black boxes,” lacking
explainability required for court admissibility. Data privacy, cybersecurity vulnerabilities, and the risk of over-reliance
on technology further complicate deployment. There is also a gap in standardized validation protocols for forensic Al
tools. [3]

IJMRSET © 2025 |  AnISO 9001:2008 Certified Journal | 8425




©2026 IJIMRSET | Volume 9, Issue 5, May 2026| DOI:10.15680/IJMRSET.2026.0905085
INNINHYELYEAPAL AN | www.ijmrset.com | Impact Factor: 9.864| ESTD Year: 2018|

International Journal of Multidisciplinary Research in
Science, Engineering and Technology (IJMRSET)

(A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Purpose of the Review:

This paper aims to provide a comprehensive overview of Al as a transformative tool in criminology and forensic
science. It identifies key opportunities and applications, critically analyzes existing literature, discusses challenges, and
proposes a forward-looking framework for responsible implementation. [4]

II. METHODOLOGY

Search Strategy:

A systematic search was conducted across academic databases including Google Scholar, PubMed, IEEE Xplore,
ScienceDirect, and ResearchGate. Keywords used included combinations of “Artificial Intelligence,” “Machine
Learning,” “Criminology,” “Forensic Science,” “Predictive Policing,” “Digital Forensics,” “Crime Prediction,” and
“Evidence Analysis.” The search covered publications from 2018 to 2026, with priority given to peer-reviewed articles,
systematic reviews, and empirical studies. [5]

Inclusion and Exclusion Criteria:

e Included: Empirical studies, reviews, and technical papers on Al applications in crime prediction, forensic analysis,
or criminal justice. [6]

e Excluded: Non-English papers, opinion pieces without data, and studies unrelated to criminology or forensics.

Data Extraction:
Relevant information on methodologies, performance metrics (e.g., accuracy, precision, recall), applications, and
limitations was extracted.

Quality Assessment:
Studies were evaluated based on methodological rigor, sample size, reproducibility, and relevance to real-world
deployment.

III. REVIEW OF LITERATURE

Organizational Structure:
The literature is organized thematically into predictive applications in criminology, Al in forensic evidence analysis,
and cross-cutting ethical/technical challenges. [7]

Thematic Subsections:

1. Predictive Policing and Crime Forecasting

Al excels in analyzing spatiotemporal crime data. Models such as random forests, support vector machines, and neural
networks predict hotspots with high accuracy. Dakalbab et al. (2022) reviewed 120 papers and identified 34 crime
categories successfully modeled. Systems like those tested in Los Angeles demonstrated crime reductions of up to 20%
in targeted areas. [8]

2. Biometrics and Identification
Facial recognition, fingerprint enhancement, and gait analysis benefit from deep learning. Al improves matching of
partial or low-quality prints and identifies individuals in crowded surveillance footage.

3. Forensic Evidence Analysis

o DNA and Biological Evidence: Al aids in mixture deconvolution and probabilistic genotyping.

o Image and Video Forensics: CNNs enhance low-resolution images, detect deepfakes, and reconstruct 3D crime
scenes.

o Digital Forensics: Natural language processing analyzes chat logs, while anomaly detection identifies malware or
suspicious network activity.

o Ballistics and Pattern Recognition: Al matches tool marks, bullets, and blood spatter patterns more consistently
than manual methods. [9]
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4. Other Applications
Al supports behavioral profiling, recidivism prediction, and automated report generation.

Summary of Studies

Ketsekioulafis et al. (2024) conducted a broad systematic review highlighting successes in pathology, identification,
and postmortem interval estimation. Ahmed Alaa El-Din (2022) described Al as both an “invasion” and “revolution” in
forensics.

Critical Analysis

Many studies report high laboratory accuracy (often >90%), but real-world performance drops due to noisy data and
domain shifts. Bias in training data remains a persistent issue. Few papers address long-term societal impacts or
integration with existing legal frameworks. [11]

IV. DISCUSSION

Synthesis of Findings
Al demonstrably improves efficiency (reducing analysis time by up to 93% in some tasks) and accuracy across multiple
domains. Predictive models enable proactive resource allocation, while forensic tools strengthen evidence reliability.

Identification of Trends

o Shift toward multimodal Al combining text, image, and sensor data.
e Growing emphasis on Explainable AI (XAI) for judicial acceptance.
o Integration of generative Al for scenario simulation and training.

e Increased focus on ethical Al and bias mitigation.

Theoretical Framework:

This review adopts a socio-technical systems perspective, viewing Al not as a replacement for human expertise but as
an augmentative tool within a human-in-the-loop framework. It aligns with risk-need-responsivity models in
criminology and Daubert standards for scientific evidence in forensics.

Implications:

e Enhance curriculum integration, increase training, and promote global collaborations for skill development.
e Practical: Law enforcement and labs should invest in hybrid systems and continuous training.

e Policy: Governments need regulations for Al transparency, bias audits, and data governance.

o Ethical: Prioritize fairness, accountability, and privacy (e.g., GDPR compliance).

Future Research: Longitudinal impact studies, standardized benchmarks, and cross-jurisdictional comparisons.
Limitations of this Review: Relies primarily on English-language sources and may not capture all regional
developments. Rapid Al evolution means some findings may date quickly.

V. CONCLUSION

Al represents a transformative force in criminology and forensic science, offering unprecedented opportunities to
enhance public safety and justice. Realizing its full potential requires addressing technical, ethical, and legal challenges
through interdisciplinary collaboration and thoughtful regulation. Future efforts should focus on developing
trustworthy, explainable, and equitable Al systems that complement rather than supplant human judgment.

B.Sc. (Bachelor of Science) — Multidisciplinary Program with Three Core Subjects
Computer Science * Mathematics * Criminology and Forensic Science
Offered at Bhatkal Education Trust's Shree Guru Sudhindra College, Bhatkal

Established in 1997 under the Bhatkal Education Trust (R.), Shree Guru Sudhindra College has built a strong reputation
for delivering quality higher education in the coastal region of Karnataka. The college currently offers popular

undergraduate programs including BA, BCom, BBA, and BCA, with over 1,000 students enrolled. It is renowned for
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its excellent academic results, impressive placement record, innovative add-on programs, vibrant sports facilities, and
modern infrastructure—including well-equipped classrooms, advanced laboratories, and supportive learning
environments.

In alignment with the Revised National Education Policy (Rev-NEP) norms, the college is resuming its B.Sc. program
with a unique and forward-looking specialization. This B.Sc. program integrates three core subjects: Computer Science,
Mathematics, and Criminology and Forensic Science. This multidisciplinary curriculum equips students with a
powerful blend of technical, analytical, and investigative skills, preparing them for emerging career demands in an
increasingly digital and crime-complex world.

Key Advantages of This Program

This innovative combination opens three equally promising career avenues (diversions) for graduates:

1. Technology-Driven Pathway — Leveraging Computer Science for roles in cyber forensics, digital evidence
analysis, cybersecurity, and data recovery.

2. Analytical and Quantitative Pathway — Utilizing Mathematics for crime pattern modeling, statistical forensics,
predictive policing, and research-oriented roles.

3. Core Investigative Pathway — Drawing on Criminology and Forensic Science for traditional crime scene
investigation, evidence handling, forensic lab work, and criminal justice professions.

State-of-the-Art Facilities and Support

e Dedicated, modern laboratories for Criminology and Forensic Science, Computer Science, and related practical
training.

e Specialized add-on training programs in Cyber Security to enhance employability in high-demand digital forensics
fields.

e Hands-on practical training and real-world exposure through simulated crime scenes, evidence analysis, and
computational tools.

o Internship opportunities with relevant organizations, labs, law enforcement agencies, and private firms.

o Comprehensive competitive exam coaching for government jobs (e.g., Forensic Scientist positions in FSLs, CBI,
police services), higher studies entrance exams, and professional certifications.

e Additional benefits include strong placement support, extracurricular activities, and a focus on holistic student
development.

This program is ideal for students passionate about science, technology, justice, and problem-solving. It positions
graduates competitively for careers in government forensic labs, cybersecurity firms, police departments, private
detective agencies, research institutions, and even international opportunities in forensic science.
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